


[TpobAaeMa

Pa3po3HeHHOCMb
ynpaBAeHUSa 6e30NAaCHOCMbIO
B COEQHEM U KOYNHOM
Ou3Hece

/"\. CmouMocmb NnoggepskaHus UHbOacMOyKmMy b

/\' ChroxHocme MOHUMOPUH20 U YNPABAEHUS

/\ Puck BO3HUKHOBEHUSA ya3BuMocmeu

2300% - cmouMocmb kKubepbezonacHOCMU 30
OQHO20 COMPYQHUKAQ

MccaegoBaHue Deloitte u FS-ISAC
Zi P Lock excepTionTERPOTS



> PeweHue

LleHmpaAu3ayuga ynpoBAEHUS
QOCMyNoM, MOHUMOPUH2Q U
QHAAUMUKU

2ddekmuBHOCMb ObecneyeHUs bezonacHocMU

Ckopocmb PEe02UpPOBOHUSA HO NPOUCWECMBUS

YcmouyuBocmb K KUOEOLOMAKOM

<

)

ZipLock ExcepTioNnTERPOTS



ZipLock

SIEM/IDM peweHue
HOBO20 NOKOAEHUS

HeHmPAAUIOBOHHO® q [[ubkoCcmb NpuMeHeHuUs
yNPQOBAEHUE yYEMHbIMU P
3aNnucamMu U uHmezpauuu
@ LleHmpaAu3oBaHHOE
YNOOBAEHUE QOCMYyNOM
LleHmpaAu3zoBaHHbLIU M
& MOHUMOPUH2 U OHOAUMUKQO OQYAbHQOA CuCmMmeMQ

cob6bimull ¢ noMowbto NI pacCWUpeHUs GyHKUUOHQAAQ

EXCEPTION-TEAPOTS




A
> Kak amo ycmpoeHo v

3anpoc gocmyna K 3aNnpoc cogeP)KUMoz20 A

pecypcy pecypco

KoHmMpoAAep
pecypca

[ToAb30OBOMEADL Pecypc

Web-npuaoxeHue/
KoMnblomep/gBepb

NMHmepdelic/gaHHbIe/
noMeweHue/ycmpoucmso

@ Pecypc CogepxumMoe
pecypca

[TpoBepka pa3peweHus Ha
2 gocmyn

PaspeweHue u
ugeHmudukauus/
3anpem gocmyna

ZipLock

ZipLock ExcepTioONnTERPOTS



> OYHKUUOHQA

2man: Npomomun

o LleHmpaAu3oBaHHbLIU UHMepPdeUC QAS
QQMUHUCMPUPOBAHUSA U MOHUMOPUH2Q

ZipLock

® [ ubkag HacmpoUka uHmMepdelca

® yBegOM/\eHUFI 06 OHOMQAbHbIX COBbIMUAX

ZipLock EexcepTionTERPOTS



> OYHKUUOHQA

2man: Npomomun

PeaAu3oBaQHO

® YNnpaBAEHUE YYEMHbLIMU 30NUCAIMU U QAHHLIMU NOAb3oBaMeAeU
® YNnpaBAeHUE NPOBOMU QOCMynNa

® MogyAbHQA cucmeMa pacwupeHUU U uHmMezpauuu

® [ A0OQAbLHBLIU XYPHOA COBbIMUU
® MogyAab aHOAU3Q cobbimuU € ucnoAb3zoBaHuem NI

® Mogyab uHmezpauuu c HTTP API

B pa3pabomke

ZipLo

® lIHmezpauuu c nonyagpHoiMu CKYA

® l/leeepou,uu Cc onepaAUUOHHbBIMU CUCMeMaMU

® ABmoOMaMU3QUUU YNEABAEHUSA NOAL3OBOMEAAMU

® MazasuH Mogyreu ZipLock ' ExcepTONTERPOTS



busHec-MmogeAb

Pa3BépmbiBaHUE U PacWUPeHUS KacmoMU30UUS Noggepxka u

AUUEH3UOQLOBAOHUE obHOBAEHUE
laaS/On-premeses AHOAUMUKQ, MOHUMOPUH2, Paszpabomka uHmezpayull ConpoBoxgeHue, namuu
BoeMeHHbIe/6eCCOOUHbIe MQ2Q3UH MOGYAEU NOQ Hy>Qbl KAUEHMO 6e30nooc6|—|Hoocg\g;_lﬁg;yngle

AUUEH3UU

' A ZipLock excepTionTERPOTS



> AoAbHelwul pocm

Llenb: MVP u nepBble npogaxku

2023-2024 Q4 2024

o | IPUMeEHeHUe B o JOBEpweHue
NEOEKMAX KOMAHQbI npomMomMuNa

. lcnoAb3oBoHUE B 3aKkpbimoe
peaausayuu MVP gad ® mecmupoBaHue
PocmeaekoMm

Q2 2025

e 3aBepuweHue MVP

3anyck 06AQUHbIX
peweHuu (laaS)

® [lepBble NPOQOXKU

o [louck seed
uHBecMmuuuu

A
\/

AN

Q12025 A

[lepexog Ha cmaguio MVP

o YHOCmMue B 2pOHMAX U

Q3 2025

MacwmabupoBaHue
NEOQYKMOQ

HoBble mogyau (OC,
CKYA)

MHmezpauuu co
CMOPOHHUMU
cucmemomu (IRP/EDR)

QKCEeAePaMOPOX

HauaAo npouecca
cepmudukayuu

ZipLock EXCEPTIONTERPOTS



’ KoMaHga 4

EXCEPTIONTEAPOTS

PomaH LLIBUHgM Ackap Kacumos Tumyp NaAaumMoB IBaH Baxpywes
CEO bu3Hec-aHaAuUMUK Al/ML pazpabomuyuk DevOps
backend paspabomuuk frontend paspabomuuk

A

\V

ZipLock

\V



> KoHmakmbol 4

boabwe o ZipLock

EXCEPTION-TERPOTS
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